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1 OnucaHue ycTpoincTea

CoBpEMEHHBIV An3aiiH 1 NpoAyMaHHbIN OYHKUMOHaN AAaHHOW NaHenn aenaet ee naeasnbHbIM PeLLEHNEM
ONs1 GBU3HEC W 3MUT 34aHNIA. AA-12B OCTynHa B 30/10TOM, CEPEOPSHOM 11 YHEPHOM LIBETE, a TaKKe
NoAAEPXNBAET MOGU/bHBIV 4OCTYN BAS-IP UKEYL,

[ns BbI30Ba KOHCbEPXA UM 3KCTPEHHbIX C/YXX6 eCTb OTAE/bHO BblAeNIeHHAs KHOMKa.

1.1 BHewHwu Bua

Kamepa ﬂ/x
P ‘JO MoaceeTka
>
: : OunHaMuk
MOHUTOP
1 2 3 @
6 5 6 &
KnasunaTtypa
7 8 9
CumnTbiBaTENb KAPT I
=&
@baslP

1 https://www.bas-ip.ru/ukey/

OnucaHwue ycTpoictea - 6
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2 TexHUYecKme xapakTepuCTUKn

2.1 ObWMNE XAPAKTEPUCTWNKW

Tun naHenun: MHorokeapT1pHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”

Yron o63opa: o ropnsoHTann 110°, No BepTukasm 62°
Pa3peweHune kamepbl: 1 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,
HouHas nogcBeTKa: 6 CBETOANOA0B

MnHuMmanbHasa ocBelweHHOCTb: 0,01 LuX

Knacc cteneHun sawurhbl: IP65

TemnepaTypHbIil peXxum: -40 - +65 °C

MotpebneHue NnuTaHus: 6,5 BT, B pexnme oxungaHuns - 3,6 BT

MutaHwne: +12B

Kopnyc: AntoMHneBbIl

LiBeToBOE peLueHue: 3011070, CEPEBPO, YEPHDI
Pasmep nopg, ycTaHOBKY: 141x359x58 MM
Pa3mep camoii naHenun: 158x379x49 MM

Tun yctaHOBKU: Bpe3Has

Tun knaBuaTypbl: [Mbe303N1eKTpUYEcKe KHOMKN C NOACBETKOM

2.2 PYHKUNOHANBbHbBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnninckuia, WEB-nHTepdeiic

AA-12 - AA-12

OTKpbITHE 3aMKa: C MOHMTOpPA, No HTTP, No Kofly, No KapTe, U3 npunoxeHust UKEY (ONUMOHasIbHO), U3

npunoxeHna BAS-IP Intercom

KoHTponb goctyna AA-12: MynsTUGhOpPMaTHbIA CUMTLIBATENb C NOAAEPXKKOM TeXHOMOrM UKEY (EM-Marin,

Mifare, BLE, NFC)

MHTerpauyusa co CKYA: Boixog WIEGAND 26, 32, 34, 37, 40, 42, 56, 58, 64 6UT

KHonku 6|=|0Tporo Bbl30Ba: KHOMKa Bbi30Ba KOHCbepXa

KonuyectBo MGHOAI/II7I Bbl3oBa: 4 I'IO]'II/ICbOHI/Il—IECKl/Ie menognn

AyTeHTUdpmkauua: OTaenbHbIN Naponb Ha HacTpoiiku, WEB-uHTepdeiic

Pexum pasroBopa: [1ByXCTOPOHHUI

JononHutenbHo: SIP P2P, BcTpoeHHoe pene

TexHnyeckre XxapakTepucTukm - 7
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3 KoHdpurypupoBaHue vepes rpagomyeckmuin nHtepdpenc

+ [NaBHbI 3KpaH(see page 8)

+ HacTpoiikn ycTpolicTBa(see page 9)

+ HacTpoiikn ceTu(see page 11)

+ HacTpoiikn gocTyna(see page 12)

+ JlonosTHUTENbHbIE HACTPOIIKN(see page 13)
« O cucTtemMe(see page 14)

3.1 naBHbI 3KpaH

Bbizog: 3naHue N2 -> # -> NapaaHoe N2 -> # -> Keaptupa N2 -> #
KoHceepx: 0000 -> #

OTKpbITL: # -> MNaponb -> #

OTMeHa: Hammute *

AppecHan KHura: Haxmure |

:;:.'[Z]‘:

BbI30B: [1/111 BbI30Ba HEO6X0AMMOIi KBAPTUPbI HY)XXHO BBECTY OT 4 0 10 UGIP B 3aBUCUMOCTY OT TEKYLLErO
pexuma naHesnmu.

KoHcbepx: [17151 BbI30Ba KOHCbepXa Heo6X04MMO BBECTV KOMBMHALMI0 0000 W/ HAXAB OTAE/bHYHO KHOMKY
[LNs1 BbI30Ba Ha Knasuarype.

OTKpbITb: [115 nepexoia B MEHI0 BBOAA Kofa A0CTyna Heobxoanmo Haxatb " ", BBECTW Kog AoCTyna U1
HaxaTtb " " Ana nogTBepXaeHus.

[ns oTMeHbl AecTBUS Uy nepexoga no MeH Hasag HeobxoAMMO HaxaTb "] "

AapecHas kKHura: OTo6paxaeT CMMCOK KOHTAKTOB A/11 MOVCKA U BbI30Ba XW/bLA, €C/IN HEN3BECTEH TOUHbIIA
NIOrMYecKnin aipec MoHMUTopa.

AfpecHast KHira AOCTYMHa eC/IM oMM BK/IOYEHA B HACTPOiikax Be6 nHTepdeiica, B pasaene "Keaptupsbi'?.

2 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html

KoHdhmryprposaHue yepes rpadmyeckuii uHTepdeiic - 8
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Liam uviug
Smith - 0133
MeaHoB 0101

.NeTpos ' - 0111

Cupopos

KBapTupbl OTCOPTMPOBaHbI MO HA3BaHUIO.

A,D.peCHaFI KHUIa BbI3bIBAETCA NO HXKATUK Ha KHOMKW CTPENOK WM a 3BOHOK COBEPLUAETCA MO HaXXaTuno "

BbIxog, Ha rnaBHbI 3KpaH OCYLLECTBASAETCS NO HaXXaTUIO "] " 60 aBTOMATNYECKU, CNYCTHA 30 CEKYHA,
6e3aelicTeus.

Mo yMon4aHmio afipecHas KHUra oTK/IHoueHa.
Mogackasku, oTobpakaeMble Ha [NTaBHOM 3KpaHe MOXET 6bITb 3MeHeHa B pasgesne "[1onoHuTensHo 3 -

Monb3oBarenbckue ysegomneHma®"

3.2 HacTtpolikmn yctpoincTtea

[n1a BXoAa B CUCTEMHbIE HACTPOWKM HEOBXOAMMO HaxKaTb KHONKy " " ABa pasa:

[Janee HeobxoaMMO BBECTY 6 LMGIP Naposia 415 BXO4a B HACTPOWKM BbI3bIBHOWM NaHeny (naposb no
yMoOn4yaHuio: 123456) n Haxkatb " ".

3 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
4 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html

KoHdhmryprposaHue yepes rpadmyeckuii HTepdpeiic - 9
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1. HacTpoukun ycTpoucTea
2. HacTtpouku cetu

3. HacTtpouku gocTtyna
4. JlononHUTEeNbHO

5. 0 cucreme

KHonka "2" nepemeLyaeT Kypcop BBepX, kHorka "8" nepemeLLaeT Kypcop BHU3. 15 NOATBEPXAEHNSA
3HaueHNi HeO6X0AUMO HaxaTb kHonky " "', n kHonky " |" An1A BOo3BpaTa Hasaj,.

Pexxum: | MHor. Maponb: 123456
AsbiK: Pycckuu [poMk.. 1
3aaHue: 1 Paspew.: 640x480

[MapagHoe: 1
N2 1]

Pexxum: BbiGop pexuma paboTbl NaHenu.

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 10
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NHdopmayma o paéote peXxumoB

Mpwn BbIGOPE pexmma «N06.», AN BbI30Ba HYXXHOr0 MOHMTOPa HE06X0ANUMO BBECTM 4 Lndpbl
HoMmepa 34aHus, 2 UMdpbl HOMepa napagHoro, 2 undpbl HoOMmepa aTaxa 1 2 uudpbl Homepa
KBapTupsbl.

Mpwu BbIGOPE pexnma «MHOr.», 47151 BbI30Ba HY)XHOrO MOHUTOPA A0CTATOYHO BBECTM 2 Lndhpbl HOMepa
aTaxa 1 2 uudgIpbl HOMepa KBapTupbl.

MpumeyaHue:
VHanBuayasibHbIl pexum paboTbl g8 sTUX naHenel Bbibupartb He pekomeHayeTcs. OH
NCMO/b3YeTCA TONbKO A/18 MHANBUAY&/IbHbIX NaHeNei.

A3bIk: Bbibop sA3bika nHTepdeiica.

3paHue: Homep 3gaHus.

MapagHoe: Homep napagHoro.

Ne: MNopsakoBbI/i HOMEP BbI3bIBHOW NaHesNu.

Maponb: CucTeMHbIV Naposib 4711 BXoda B HacTpolikn n WEB-nHTepdeiic.

FpOMKOCTb: [POMKOCTb AVHAMVKA BbI3bIBHON NaHenw.

Paspelu.: BbiGop paspeLleHnsi NoToka KaMepbl BbI3bIBHOV NaHesnu.

Mopckaska:

Homep 3gaHuA 1 napaHoro AO/KHbI COOTBETCTBOBATL 3HAYEHUAM TOro BHYTPEHHEro MOHUTOpa, Ha
KOTOpbI ByaeT nocTynaTb BXOASLMIA BbI30B OT AAHHOW BbI3bIBHOW NaHesin. Ecnm y Bac HECKONBLKO
BbI3bIBHbIX MaHesel, KOTopble MMEKT OAMH NIOTMYECKN aapec, Torga B nose «Ne»s He06XoAMMOo
yKasaTtb 3HauyeHue 2, 3,4, 51 T.4., 00 9. Ecnn nornyeckasn agpecauusi BbI3bIBHOW NaHe
COOTBETCTBYET afpecauun MoOHMTOpa, a IP agpeca yCTPOCTB HaxoAATCsl B O4HOM CETMEHTE CETU -
YCTPOIACTBa HanayT Apyr Apyra v Bbi30B OyAET NPOXOANTb KOPPEKTHO.

3.3 HacTpoiikn cetu

B 370l BKafKke ycTaHaB/MBAOTCA OCHOBHbIE CETEBbIE NapaMeTpbl.

KoHdomryprpoBaHue yepes rpadomyeckunii nHTepcpeiic - 11



DHCP:
|P:
Macka:
LLinto3:
DNS:
MS IP:
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Bkn

192.168.1.178
255.255.255.0
192.168.1.1
8.8.8.8
192.168.1.125

DHCP: BkntoueHne/BbIK/IOHEHNE pexnma nosly4yeHnsa ceTeBbIX HACTPOEK aBTOMATUYECKN.

IP: IP-agpec BbI3bIBHOI NaHeNn.

Appec no ymonyaHuio:

Mo ymMon4aHuto BbI3bIBHASI MAHEb MOXET UMETb CTaTuyecknii IP-agpec 192.168.1.90 1M60

192.168.1.91

Macka: Macka nogcetu.
LUnto3: OCHOBHOIA LLIAHO3.

DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK n1bo cepBepa Ha KOTOpoM ycTaHaBnmeaeTcs MO Management Software nnu Link.

3.4 HacTtpolikn goctyna

Mpu nepexosie B MEHIO HACTPOEK A0CTyNa 0TO6PA3NTCS creaytoLLuii MHTepdeiic:

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 12
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Bpemsa | 3
OTKPbITUA

3apgepxka 0
OTKPbITUA:

NMuopt: 12
Maponb: 0000

Bpemsi OTKpbITUS: Bpems, Ha KOTOpoe GyayT 3aMKHYThI U PA3OMKHYTbI KOHTaKTbl pesie naHesnu.

3agepXKa OTKPbITUA: Bpemsi, N0 UCTEUEHUM KOTOPOTO, NPOM30AAET 3aMblKaH1e WU Pa3MblKaHNE KOHTAKTOB
pene naHenu (3afepxka o OTKPbITUSI).

NudpTt: Homep ataxa, Ha KOTOPOM YCTaHOB/IEHA NaHe b (MPU NCMOMb30BaHUN MOAY/A yNpaBAeHus nMgdToM
EVRC-IP, onunoHabHO).

Maponb: Maposnb 19 OTKPLITUA 3aMKa Npy NOMOLLM BBOAA KoJa OTKPLITUA Ha Knasuartype naHenu. Ans
nepexofa B pexum BBoga Napons Heobxo4MMo HaxaTb knasuwy " "', BBECTM Naposib U MOBTOPHO Haxatb "

Kog OoCcTyna MOXeT ObITb OT 1 [0 8 3HaKoB

3.5 [onosiHnTeNbHble HACTPOMKN

Mpn nepexoae B MEHIO AO0MN. HACTPOEK 0TOBpPa3nTCA creayowmii HTepderic:

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 13
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KBapTtupa: Kapra:

[lepezarpys.:

3aBoacKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AUMO NPUBSI3aTh KapTy fOCTyna.

[o6GaBneHne kapT yepes rpacuueckuii nHTepdeiic:

BBeaunTe Hy>XHbIA HOMep KBapTMpbl 1 NOAHECUTe KapTy kK o6iacTu cunTbiBaTens. MaHens usgact
COOTBETCTBYHLLMI 3BYKOBOW CUTHaU1, NOATBEPXAAIOLLWIA TO, YTO KapTa 3aperncTpmpoBaHa 1 Ha
avcnnee B nosne "Kapra" otobpasvTcs HOMep KapTbl.

Mepesarpys: Nepesarpyska BbI3bIBHOV NaHesnu. [1ns nepesarpy3ku Bbi3bIBHON NaHem Heo6Xxo41umo BBECTM
undppy "1" 1 Haxkatb knasuwy " " .

3aBogckue: Copoc HacCTpoeK naHenu K 3aBOACKUM yCTaHOBKaM. 115 copoca HacTpoek BbI3bIBHOM NaHeu
HeobxoAVMMOo BBeCTU Lndpy "1" 1 HaxxmuTe Knasmwy " " .

BHumaHue:
O6paTtuTte BHUMaHue, YTo U3 NaMsaTu NnaHenu npu cépoce 6yayT yaasieHbl BCe KapTbl.

3.6 O cucreme

Mocne nepexoga B MeHt "O cucteme" 0To6pa3nTcs creayowmii MHTepderic:
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FW: 1.5.420170121
Ul: 1.2.320161031 (std)
IP: 192.168.1.178
MAC: 00:1F:D2:79:5B:F3
SIP: ERROR

B 3TOM OKHE 0TOBpaxxaeTcs Tekylee cocTosiHMe SIP nogkodeHus, Tekywmia IP agpec, MAC-agpec u Tekyuas
BepCus NPOLUMBKMU.

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 15
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4 KoHdourypupoBaHue yepes web nHtepdenc

o BX0[A(see page 16)

« [[NaBHasA(see page 17)

« CeTb(see page 18)

« BbI3blBHaA NaHesb(see page 19)

« KBapTupbl(see page 23)

o CKY/[(see page 25)
» VneHTntrkaTopbl(see page 28)
« [MpaBuna gocTyna(see page 30)

» [Nepeagpecalms(see page 33)

o J1OMONHUTESIbHO(see page 35)

« JKypHasibl(see page 37)

« be30onacHOCTb(see page 38)

« Cucrema(see page 39)

4.1 Bxon

[ns KoHburypmpoBaHuns BbI3bIBHOI NaHenun yaaneHHo Yyepe3 WEB-nHTepdieiic, Heo6xoaMMO NOAKIHUNTLCS K
Heli MHTepHeT-6pay3epom Ha [MK. MaHesnb JomkHa ObiTb NOAKHYEHA B TOM Xe cermeHTe cetu yto n MK ¢
KOTOPOro NiaHMpyeTcsi NPOn3BOANTb HACTPOWAKY.

B nHTepHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AMMO BBECTM IP-afipec naHesu, nocsie Yero nosiBuTCs
OKHO BBOJA VIMEH Mob30BaTesNs 1 naposs.

AAMWUHUCTPATOP - UMEET MOJIHLIA JOCTYN KO BCEM HACTPOIiKam naHesnu.

MeHepKep - UMEET JOCTYN K HACTPOMKaM NaHesim, Ho emy orpaHmyeH gocTyn k MmeHwo CKY[. Takoi goctyn
NpefoCcTaBNSAETCA MOHT&XHbIM OpraHn3aumnsaM a1 YCTaHOBKA U HACTPOMKN CUCTEMBI.

3HayeHus N0 yMon4yaHuio:

AoMUHUCTpaTOop:
admin:123456
MeHepnxep:
manager:1234

KoHdhmryprposaHue yepes web nHtepdpeiic - 16
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basIP o error

Beeaute NoruH u naponb

4.2 [naBHas

MNocne ycneLHoi asTopusauum otobpasnTcs crieayoLmii nHtepdelic:

@baslP < = osr o~ 0

BAS-IP multi-apartment panel

= cen
WHbopmMaums 06 ycTponctee

Buiabignan navens

PR Opeiimaopk Nayhiep Cepuiisii Homep
CKyA Pexum ruépuaa Bepcus rbpuaa YctpoiicTeo
Mepeapecaunn

RononsuTensio

O %4 e F

UHdopmaums o cetn

HypHansi

K

BesonacHocTs DHCP IP agpec Macka noaceTi

-

Crcrema R
Anpec wniosa DNS cepeep MAC aspec

dpelimBOpK: Bepcusi NPOLLMBKN.

NayHuep: Bepcusa nayH4yepa.

Pexxum rudpuga: TeKyLMiA pexmmM NoAKMYEeHNs TMbpnaHoro agantepa.
Bepcusa rué6puga: Bepcusi rubpuaHoro aganrtepa.

CepuiiHblii Homep: CepuiiHblii HOMep YCTPONCTBA.

YcTpowicTBo: Tvn ycTpolicTBa.

4.2.1 VHdopmaLms o cetu

DHCP: TekyLee cocTosiHne DHCP nogkitoyeHus.
IP agpec: Tekywuii IP agpec naHenu.

Macka nogceTu: Macka nofcetu.

KoHdhmryprposaHue yepes web nHtepdpeiic - 17
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Apapec wnio3a: Apec 0OCHOBHOIO LLUJIO3a.
DNS cepBep: Agpec DNS cepepa.
MAC apgpec: MAC agpec naHenu.

4.3 CeTb

i®baslP < = ERROR e 0

nasHan

BAS-IP multi-apartment panel

HacTponku cetu
Bbi3biBHan NaHens

KBapTupbl

.))

] DHCP

CKyL

G Qe B

n - s
lepeappecauua 192.168.1.169 192.168.1.1

OononHUTENbHO

BesonacHocTs 255.255.255.0 192.168.1.1

e $

CucTema

Monb3oeaTtenscknii NTP
NTP

pool.0.ntp.org

UTC+10:00 -

4.3.1 HacTtpoiiku ceTu

DHCP: BkntoueHme/BbIK/IHOUEHNE pexunma nosyvyeHmna ceTeBbliX HACTPOEK aBTOMaTn4YeCKN.

IP: IP-afpec BbI3bIBHOI NaHesn.

AApec no ymonyaHuio:
Mo ymMon4yaHuto BbI3bIBHAsSI NaHelb MOXET UMETb cTaTuyeckuii IP-agpec 192.168.1.90 nm6o
192.168.1.91.

Macka: Macka nogcetu.
LLUno3: OCHOBHOI LLIAHO3.

DNS: Agpec DNS cepsepa.

4.3.2 onb3oBaTenbLCKuii NTP

NTP: BkntoueHne/BbIK/IHOUEHNE UCMO/b30BaHNA Nosb30BaTesibCkoro NTP cepsepa.

URL: lNone BBoAa agpeca nonb3osaresnibckoro NTP cepsepa.
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YacoBoii nosic: BbIGop 4acoBoro nosica.

4.3.3 Cucrtema ynpasneHus

CucTtema yrnpae/neHuns

Link -

link.bas-ip.com 123456
TNPABNATH KYDHANbI Ha CEpBEp 0TNpaBnATb CTaTYC Ha cepeep

Pexxum: Bbib6op pexmma paboTbl CUCTEMbI YIPaB/IEHUS NaHesNbHo.

URL: AZpec cepsepa ynpasneHus.

Maponb: MNaponb gocryna.

OTNpaBnATb XXypHasibl HA cepBep: Bk/iloueHne/BbIKNOYEHVE OTNPABKM XYPHAI0B NaHeNn Ha cepeep.

OTnpaBAATb CTaTyc Ha cepBep: BkoueHne/BbIK/OUEeHMe OTNPaBKM TEKYLLIEro cTatyca naHesnm Ha cepsep.

4.4 BbI3blBHas naHesb

HacTtpoiika agpeca

@baslP <« = o

BAS-IP multi-apartment panel

W)

Ces

i COXPAHMTL

G owsmen | HoCTPOIKE 2mpeC2 [ commar. |
B Kesprupnt Pexim

MHoroaGoHeHTCKUit -
9 con
€2 nepeanpecawns e
£ Dononmurensko
D ypran 1

@ sesonacuoers

@ cncrems

= A OFFLINE

BAS-IP multi-apartment panel

9 E

R HacTpolika agpeca
Bl Keaprvpwi Pexum

9 con TnoGanbHbiit .
'3 Mepeagpecauns |

Q@ Lononsurensio

D Hyprans O o

[ —.

T

Pexxum: Bbi6op pexmma paboTel naHenu.
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NHdopmayma o paéote peXxumoB

Mpwn BbIGOPE pexnma "TnodanbHbI", 47151 BbI30Ba HY)XXHOTO MOHUTOPa HEOOX0AMMO BBECTU 4
undpbl HoMepa 34aHuns, 2 uMdpbl HOMepa napagHoro, 2 Uudpbl HoMepa aTaxa 1 2 umMdpbl HoMepa
KBapTUpbI.

Mpwn BbIGOPE pexrma "MHOroa6oHEeHTCKUIA", 415 BbI30Ba HY>XHOTO MOHUTOpPA A0CTAaTOYHO BBECTU 2
undpbl HoMepa aTaxa ¥ 2 umMdpbl HOMepa KBapTUPbI.

dPyHKUMA "Be3 BBoga HOMepa napagHoro": [JocTynHa B r106a/lbHOM PeXnMe BbI3bIBHOW NaHesnu.
Heobxoguma Ansi Bbi3oBa MOHUTOpa 6e3 BBoAA HOMepa napagHoro.

Be3 BBoAa Homepa napagHoro
[ns paboTbl 3TON PYHKLMM Y BCEX MOHMTOPOB 3HAYEeHWe NapagHoro Heo6xoaMMo yCTaHOBUTD 0.

3paHue: Homep 3gaHus.
MapagHoe: Homep napagHoro.

MopsapkoBbIi HOMep: MopsAKOBbI HOMEP BbI3bIBHON NaHesNN.

MopsgkoBas Hymepauus naHene
Ecnu y Bac HECKOJIbKO BbI3bIBHbIX NaHeNel, KOTopble NMEKT OA4MH NIOTUYECKW aapec, Torga B none
"MopaaKoBbIA HOMepP" yKaXuTe 3HaueHme 2,3,4,5u 1.4., A0 9.

4.4.1 HacTtouku SIP

Fnaexan o

Ceto

q)

Bol3biEHaR NaHENs o N
Br / Boiks

Kaaprupsi

CKvL sip:sip.bas-ip.com 2222

a9 B o

Mepeaapecauns

sip.bas-ip.com 222222

[LlononHuTensHo

BezonacHocTe STUN IP
stun.l.google.com

e S

Cucrema

19302

Bkn/Bblkn: BkioyeHne/BblknoveHne SIP pernctpaummn.

Mpokcu: MNMpokcu SIP cepBepa, KOTOPbIn MOXET ObITb NPeAcTaB/eH Kak IP agpecom, Tak 1 AOMEHHbLIM MEHEM.
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dopmar 3anucu:
Mepen agpecom NPoKcK 06s3aTenbHO HY)XXHO yKasbiBaTb "sip:".

CepBep: Agpec SIP cepsepa.

dopmar 3anucu:

MoXeT 6bITb YKa3aH Kak IP-afipecom, TaK 1 AOMEHHbIM MEHEM.

STUN IP: Agpec STUN cepsepa’.

Mpumep:
stun.l.google.com®.

STUN nopt: NopT STUN cepBepa.

MpumeyaHune:
[na STUN cepsepa Google ncnosnb3yetcs nopt 19302.

Monb3oBarenb: SIP HOmep.

Mpumep:
2222

Maponb: MNaponb ot SIP Homepa.

4.4.2 HacTpoliku Bbl3oBa

AA-12 - AA-12

nasHar -
HacTpoiku BbI3OBa

CeTb

BbI3bIBHAR NAHEND

.

B KeapTupbl

9 CKYL

<

* [onenHUTENbHO

e besonacHocTe ABTOBbI3OB MOCNe BB ;,LJAI-
¥

Cuctema

Nepeappecauua sip:100@192.168.1.82 1222

COXPAHUTb

KoHcbepx: BkntoueHne/BbiKNHOYEHNE PYHKLMM Bbi30Ba 3a4aHHOIN0 HoMepa B CTpoke "Homep" npu HaxaTum

KHOMKWN KOHCbepPXXa.

Homep: HanpaeneHne, Ha KOTopoe Gy1eT COBEpPLLATLCS BbI3OB MPY HAXATUW KHOMKU KOHChepXa.

5 https://ru.wikipedia.org/wiki/STUN
6 http://stun.l.google.com/

KoHdhmryprposaHue yepes web nHtepcpeiic - 21


https://ru.wikipedia.org/wiki/STUN
https://ru.wikipedia.org/wiki/STUN
https://ru.wikipedia.org/wiki/STUN
http://stun.l.google.com/
http://stun.l.google.com/

AA-12 - AA-12

Ecnmn doyHKUMS He BK/IOUEHa, BbI30OB KOHCbepKa NMPOMCXOANUT No BHYTPEHHEeMY NpoToKosy. Ecnv B
cucTemMe ecTb MOHUTOPbI KOHCbEPXKA, BbI30B NMOCTYNUT HA OCHOBHOI MOHMTOP. EC/IM OH He OTBeYaer,
BbI30B ByAeT nocneoBaTesibHO NepexoAnTb Ha OCTaslbHble MOHUTOPbI B CUCTEME, EC/IN TAKOBbIe
nmMetoTCs.

MakcumanbHoe BpeMsi f03BOHA: BpeMeHHO HTepBaUl, Mo NCTEYEHUN KOTOPOTO NaHeslb aBTOMaTU4ecku
3aBEPLUNT UCXOAALLMIA BbI3OB, €C/N HET OTBETA.

MakcumanbHoe pasroBopa: BpemeHHol MHTepBa1, N0 UCTEYEHUI KOTOPOTrO NaHe b aBTOMaTUYECKN
3aBEPLUNT UCXOASALLNIA pa3roBop.

ABTOBbI30B nocne Beoga N undp: PyHkuMsi aBTomaTmyeckoro Habopa nocse Beoga Lmdp, ykasaHHbIX B
cTpoke "Kon-Bo undp".

Kon-Bo yudyp: Bbibop konmyecTsa Undp, N0 HaXXaTUM KOTOPbIX MPOM30AAET aBTOMATMYECKNIA BbI3OB C
naHenu.

4.4.3 HacTpoWikun ycTpoiicTea

HacTpoiku ycTpoicTea

1280x720 ~ 102

user 1234abcd

Pa3spelwieHne Bugeo: Bbi6op NpeanouMTaemMoro paspeLleHuns Buaeo.
Mpodunb AaHHbIX RTP: Bbi6op NpeanoyntaeMoro npogunas AaHHbIX RTP.
YpoBeHb rPOMKOCTU: PEryiMpoBka ypoBHS IPOMKOCTU AVHAMMUKA NaHeNu.
RTSP nonb3oBatenb: J/IOTWH 15 AocTyna K RTSP NoToKy naHenu.

RTSP naponb: Maposnb 475 goctyna kK RTSP NOToKy naHenu.

DaTtunk npuénmkeHus: BkitoueHre/BbiktoueHne VK gatunka npubamkeHus:, KoTopblii BKIOUaeT NofCcBETKY
KnaBuaTypbl Npy cpaéaTbiBaHuMU.

Jatuuk I'IpI/I6J'II/I)K6HI/Iﬂ OTCYTCTBYET B MOoAeNAx MHOroabOHEHTCKUX BbI3bIBHbIX MaHeNemn AA-07,
AA-07MF, AA-07B, AA-07BV, AA-07BC
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4.5 KBapTupesl

B 3TOM MEHI0 0TOBpaKaeTCst CUCOK KBApTMP.

AA-12 - AA-12

KBapTupa - nornyeckasi CyLHOCTb, NPeAHa3HauYeHHas a1 NpuBs3kK K Helh AEHTUGINKATOPOB, KOA0B
JOCTyna n nepeagpecauuii.

A OFFLINE

asHana

q)

CeTs

. Bbi3uiBHas NaHens HaCTpOMKM
3] Keaprupel
"
] oKy
K: Mepeagpecauus
e [LononHuTenbHo
~ KeapTupsl
9 HKypHansl
e BezonacHoCTe HOBAS KBAPTHPA
9 Cuctema

1111

1114

1115

1117

BAS-IP multi-apartment panel

CNofb3 EE’I:-’%’%iZ-ﬂ-.HF—,H'—'

11141

Prodavan Albertovich

Miroslav Close

Anna BopucosHa

COXPAHWUTH

Ncnonb3oBaTb TEHE(*)OHHle KHUTY: BkntoveHne/BbIK/IHOYEHNE UCMONb30BaHUSA TEI'IE(*)OHHOI‘/JI KHUTU N

Bbl30Ba ee uepes [71aBHbIii akpaH'.

[MapameTp coxpaHsaeTca Npu pe3epBHOM KOMUPOBaHUK U C6paCbIBaeTCF| npun yCtaHOBKE HaCTpoOeK no

YMO/TYaHUIO.

4.5.1 HoBas KBapTupa

Mocne HaxaTuns Ha kHomnky "HoBas kBapTupa" 0Tob6pa3nTcs crepyowmii uHTepderic:

7 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html

KoHdhmryprposaHue yepes web nHtepdpeiic - 23


https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html
https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html

Homas keapTupa

3natne

Napagtioe
1

KeapTupa

1

Ha3BaHMe KBapTHpLI
KBapTupa [eTpoBbix

Kon-g0 xuTenes

4

3paHue:

OTMEHA

MOATBERANTL

AA-12 - AA-12

Homep 3paHusa
0001-9999

MapapgHoe:

Homep napagHoro
00-99

Arax:

Homep ataxa
00-99

KBaptupa:

Homep KBapTUpbI
01-99

HasBaHue kBapTupbIl: Ha3saHune kBapTupbl. Hanpumep, "KBaptunpa lNetposbIx".
KonuuecTBo Xuteneii: YC/I0BHOE KONMYECTBO XNUTE/EN, KOTOpPbIe NPOXMBAIOT B 3TOW KBapTUpe.

Mocne HaxaTtusa Ha KHoNKy "lMoATBepAnTL" 0TOBpasnNTCs cneayowas Tabnuua:
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@baslP <« = o o
MnasHan g
BAS-IP multi-apartment panel

= Cets

KeapTupesl
te BbiI3bIBHER NaHEND PTMP
B KeapTupbl HORAG KB ADTYDA
9 cKyq,
w2 Mepeagpecauus a3Bakue KBapTUpL Kor-8o xutene KOMuuecTBo MAEHTUGHKATOpOR Kon-ao kof0s gocTyna Kon-20 HOMEpOB Nepeaapacauy [leicTann
Q NononuuTensHo <2apTUpa MBaKosmix 1 0 0 Beiknioyexo V|
e BezonacHocTe

XeapTupa MeTpoBbix 1 0 ] BoiknwoueHo V|
"] Cuctema

1

B Tabnuue ykasaHbl cnegyroLume ctonbubi:
HasBaHue kBapTuUpbl: HazsaHve KBapTupbl.
KonunuecTtBO xutenei: YCN0BHOE KOMMYECTBO XMUTE/EN B 3TOIN KBapTUpE.

KonnuecTBo ngeHTudmkaropoB: KonmuecTBo MAeHTMUKATOPOB, KOTOPbIE BblAaHbl A8 3TOl KBapTUpe.

ViaeHTUdrKaTOpbl MOXHO CO3AaBaTh B MeHio "CKY/", Bknagka "MaeHtudmkartopb®",

KonuuecTtBo kogoB gocTyna: KosimyecTBo KOA0B A0CTYNa, KOTOpble BbldaHbl /151 3TOl KBapTMPbI.
KonunuectBO nepeagpecauuii: Konmuectso nepeagpecalmii, HAaCTPOEHHbIX /151 3TOI KBApPTUPbI.

[eiicTBnA: PegaktupoBaHne nnbo yaaneHme KBapTupbi.

4.6 CKY[L

B 3TOM MeHI0 ycTaHaBnMBatoTCsl 06LLMe napamMeTpbl yNpaBieHns CUCTEMOV KOHTPOIS A0CTYyna, NpaBuia
[0CTyna n UAEHTUMKATOPbI.

8 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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D basIP

[ B )]

e $ &

TnaeHxan

BAS-IP multi-apartment panel

CeTb
OBLUME HACTPOMKM  WIEHTOMKATOPBI  MPABMAIA JIOCTYMA

YnpaeneHne gocTynom

123456

BoisbiBHanA naHenb
KBapTupsl

CKYL
Mepeagpecauus
JononKuTencHo .
BesonacHocTs WcnonbaosaTb 06LIMIA KOA OTKPbITHA 172734

Cucrema

YnpaeneHne saMmKkamu

4.6.1 O6LIMEe HACTPOWKM

MacTtep-kapTta: Homep macTtep-kapTbl.

Ncnonb3oBaTtb 06LMiE KO, OTKPbITUSA: BK/IlOUYEHNe/BbIK/IIOUEHNE NCNO/Mb30BaHMs 06LLEro koga anis
OTKPbITUSA 3aMKa.

06wt Koa OTKPbITUA: BBOAVMbI Ha KnaBuaType naHenu Kog, A1 OTKPbITUA 3amKa.

Mpu ncnonb3oBaHMM MOAYNS yNpaBieHnUs AByMSI 3aMkamm SH-42, Mpy BBOAE 06LLEero koga oTKpbITUS
Ha naHenu, byayT OTKpbIBaTbCA 06a 3amka.

Pernctpauus kapt uepe3 WEB nHtepdeiic:

Beegute B none «MacTtep - kapta» undpy 0 U HOKMUTE KHOMKY «[MPUMEHUTb».

[Janee nogHecute Heobxo4MMYI0 0N perncTpaLmn mactep-kapTty K 06/1acTu cumTbiBaTens naHenu -
oTob6pasnTcA TekCcToBOE yBegoMaeHre "Knou agmuHa" 1 npo3syumnT curdan «<bUM» , KoTopsblii
03HayaeT, YTo MacTep - KapTa YCneLlHo 3aperncTpmpoBaHa.

Mocne 3aToro K 06/1aCTV CYUTLIBATENA NAHENN NOAHOCUTE NO oYepeau KapTbl NoNb3oBaTeneil.
Mocne kaxaol kapTbl Nob3oBaTens 6yaet 3Byvarb curHan «BUIM», KOTopbIli 03HAYaET ycneLuHyo
perucTpaumio NnogHeceHHol kapTol. Takke Ha Aucniee naHenn otobpasuntcs, 4To gobasneHa HoBas
KapTa.

Bpems mexay Ao6aBrieHUEM KapT He A0/DKHO NpeBbIlaTh 10 CeKyHA,

4.6.2 YnpaBneHue 3aMKaMu
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D basIP

TnaeHxan
yl'lpanIEHV‘IE 3aMKaMu

Cets

a)

Bbi3biBHaA NaHenb IaMok #1
KeapTupsi Bpems OTKpBITMA 3aMKa(cex 3agiepiKa Nepep oTKPBITHeM(CeK

CKYA

a QB -

Mepeappecauus JaMok #2

J[lenonHUTENEHO BpemA OTKPLITMA 3aMKa(Cex I30EPHKKa NEPER OTKDLITHEM|CEK

BesonacHocTb

e & &

CucTema

OTKpbITE 3aMOK

3amok #1, 3aMOK #2

Bpemsi OTKpbITUS 3aMKa (CeK): Bpems, Ha koTopoe GyayT 3aMKHYTbI U PAa30MKHYTbI KOHTaKThI pesne
naHenm.

3agepxKa nepepg, oTKpbIiTUEM: Bpemsi, 0 CTeUeHUM KOTOPOro NPOM30iAeT 3amblKaHne Uin pasmbikaHue
KOHTAKTOB pesie naHenu (3aepxka A0 OTKPbITUS).

4.6.3 OTKpbITb 3aMOK

3amok #1, 3aMOK #2

OTKpbITb 3aMOK: ®YHKLMS OTKPbITUS BbiGpaHHOTO 3aMka U3 WEB nHTepdieiica naHenw.

4.6.4 [ONONHUTENbHbIE HACTPOIKM

JononHuTensHble HaCTpOﬁKM

Howmep ataxa (ynpaBneHne nudtom): Homep ataxa, Ha KOTOPOM YCTaHOB/IEHA BbI3bIBHAsA NaHesb A1
ngeHTudvKaumm mogynem nudta. PyHkums pabotaeT npu UCNoMb30BaHUN COOTBETCTBYIOLLLETO MOAY A
ynpasneHns nnTom.

PeXum oxpaHbl MOHUTOPa: OTK/IOYEHNE CUTHAIN3ALMN HA BHYTPEHHEM MOHUTOPE NPy NOLHECEHWM KapThl,
KOoTOpasi NpuBsi3aHa K JIOrM4eckomy afpecy 3T0ro MOHUTOPA.
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4.6.5 CepBepHOe ynpas/ieHne A0CTYrNoM

CepeepHOe ynpasieHne 4OCTYNOM

BknroueHo: Bk/itoueHne/BbIKtOYEHNE pexnma pa60TbI naHesnn, Nnpn KOTOpoM KapTbl AoCTyna n
I/IAEHTI/I(*)I/IKaTOpr He XpPaHATCA B NaMATU naHenn n npun nogHeCeHun TakoBOM K cynTbiBaTesto, NaHes1b 6y,ﬂ,ET
oTnpaBATb 3anpocC Ha CepBEP N OXNAaTb OTBET - AaBaTb AOCTYN WU/IN HET.

TailimayT noslyyeHnsi OTBeTa OT cepBepa COCTaB/NSAET A0 15 CEKYHA, M0 UCTeUYeHUIo 3TOro BpeMeHH,
naHeNb aBTOMaTUYeCcKy 06palllaeTcs K CBoeii 6ase AaHHbIX 1 NpefocTaBnseT 1M6o He
npefocTaBNAeT AOCTyn.

Mcnonb3oBaTb NO/Ib30BaTe/1bCKUN cepsBep: BknoveHne/BbIK/IlOYEHNE UCMO/Ib30BaHNA
Nno/1b30BaTE/IbCKOIro cepeepa A4s14 ynpas/ieHnA naHesnbio.

MNonb3oBaTenbCKuii cepeep: Agpec Nosb30BaTe/bCKOro cepeepa.

4.6.6 NaeHTudmkatopsl

B faHHOM MeHI0 oTo6paxaeTcsi Tabnuua naeHTMdMKaTopoB 1M KOAOB A0CTyNa, 4O6aBEHHbIX B NaMSTh
BbI3bIBHOI NaHenu.

@®baslP < = ®w 0

BAS-IP multi-apartment panel

CeTb

.))

OBLUME HACTPOMKM  MAEHTUOUKATOPbI MPABWUJTA OCTYMNA
BbI3biBHAs NaHesb

KBapTupb! HOBbIN UOEHTUGUKATOP

Q B

cKya

184 Mepeaapecauys O Keaptupa ®UO Bragensua Tvn Bnagenbua Tun naeHTUGUKaTOpa Homep naeHTuduKaTopa OrpatmdeHue cpoka aei

o]

Hononturensto D 1-1-1-1 Tecrosuiid Bnagenew inputCode 12345678 BeckoHeuHo
Bnageney

BesonacHocTb

3anuceit Ha cTpaHmLe 20 v 1-1 0f 1
i Cuctema

4.6.6.1 HoBbI naeHTUdQMKaTOP
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Mocne HaxaTna Ha KHOMKy "HoBbI naeHTudmkaTop" 0To6pasunTca cneayowmin nitepdeiic:

HoBbin naeHTudbmKaTop

Homep KeapThps!

1-1-1-1(TecToBas KBapTMpa)

1O enapensua Tun enagensua
TecToBas KkBapTupa Bnapeney

Tun naeHTudmKaTopa Kop poctyna

Kop poctyna v 123

Mpasuna Aoctyna

[J Orpanunuenme cpoka aeiicTeus

O opanuuenme kon-go npoxopos

3amok #
Bce

OTMEHA NoATBEPOUTL

Homep kBapTupbI: BbiGOP KBApTUPbI 13 CYLLECTBYHOLLETO CNMCKa KBapTup.
®PUNO Bnagenbua: [laHHble 0 BNagenbLe ngeHtugurkaropa.
Tun Bnagensua: Boibop Tvna snagensua ngeHtudmkaropa. JoctynHbl Tunel "Bnageney" n "lMoctb".

Tun ngeHtudmkaropa: Boibop Tvna ngeHtudmkaropa.

Tunbl NAEHTUPUKATOPOB:
JocTynHbl 3 TMna naeHTUUKaTopoBs:

+ Kapta - EM-Marin unu Mifare kapta. B cocegHee none "Homep ngeHtndmkaropa" Heobxoammo
BBECTU HOMEP UAeHTUdMKaTopa B AecATUUHOM hopmare, 6e3 3ansaTbix. 3a4acTyto KOf, KapTbl
yKa3aH Ha camoli kapTe n1bo B eCATUYHOM NNG0 B LUECTHaALATMPUYHOM hopmMaTe.
KasibKynisiTop nepesofa 13 pas/inuHbIX CUCTEM CUACIIEHNS AOCTYNeEH Mo cobinike’,

+ UKEY - UKEY ngeHtudomkarop. B cocegHee none "Homep ngeHtudmkaropa" Heobxoammo
BBECTU HOMEP UAeHTUdmMKaTopa B AeCATUYHOM hopmare.

« Kopg pocTtyna - kKof 4114 BBOAa Ha KnaBuaType naHenu. B cocegHee none "Kog gocrtyna”
Heo6xoAMMO BECTU LMPOBOI KO A/IMHOW He 6onee 30 CUMBOJOB.

MpaBuno goctyna: Boibop npaswia goctyna U3 CyLecTBYOLWEro Cnucka npasusi.
OrpaHu4yeHue cpoka geiicteus: OrpaHuyeHve cpoka AeincTBns naeHTmdurkaropa B0 BpEMeHN.
OrpaHu4veHne Kon-Ba Npoxofos: OrpaHMyeHne KonnyecTsa NPoxXo40B AN naeHTnudmnkaTopa.

3amok #: BbI6op OTKpbIBAEMOTO 3aMKa.

9 https://www.binaryhexconverter.com/hex-to-decimal-converter
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4.6.7 llpaBuna goctyna

AA-12 - AA-12

B faHHOM MEHI0 yCTaHAB/IMBAKTCSA Npasu/ia AOCTYnNa, COrlacHO KOTOPbIM BYAET OnpesensThCs YPOBEHb
[lOCTyNna pasfiMyHbIX N0/b30BaTeNEN N X MAEHTU(UKATOPOB.

@baslP <« =

rnasHasn

9)

Cetp
Bbi3biBHaR NaHenb
KeapTupul HOBOE MPABMIO

CKYL,

G QB

Mepeappecaums

DononHuTensHo —

Be30nacHoCTs

Cucrema

e & &

4.6.7.1 HoBoe npaswuio

BAS-IP multi-apartment panel

OBLLUVE HACTPOWKK

Tectosoe npaswno

WIEHTUOUKATOPE

2019-01-22

& 0

MPABWINA IOCTYMNA

2019-01-23 7

-

Mocne HaxaTtusa Ha KHOMKy "HoBoe npaBuio" 0TobpasnTcst CeayroLmii nHTepaelic:

M3MeHuTb N paenno Qoctyna

TecToBoe Npaeuio
Becb fieHb

3 2019-01-22

ExerogHo

bBeckoHeyHo

HasBaHwue: HasBaHue npasuna.

5 2019-01-23

OTMEHA NOATBEPONTS

Becb fieHb: Bk/toueHre/BbIK/IOUYEHE YKa3aHWsl BpEMEHHOMO MHTepBasia AelicTBUS NpaBuia B CYTKM.
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OEencTBNst AaHHOTO npasuna.

OTMEHA MNOATBEPONTL

Ecnun beHKLLMFI BbIK/1TKOYEHA, N0Jib30BaTes/ib UMeeT BO3MOXXHOCTb 3aaTb BpeMeHHOIZ NHTEpBaUl

Hauano - KoHew;: Bbi6bop nHTEpBania AeliCTBMA AaHHOTO npasuna.

AHeapb 2019 .

6 7
13 14

20

7

OTMEHA

MNoBTOpATL: YKasaHue AMTeNbHOCTV NOBTOPOB AA@HHOIO NpaBuma.
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M3mMeHuTs Npaewnno goctyna

HazeaHue

TecToBOE Npaeuno
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Bechb fieHb

Kaxable 2 Hegenu
ExemecauHo

ExerogHo

I HacTpouTb

Hawano Koxeu
[ 2019-01-22 5 2019-01-23
ExenHeBHo
ExeHenenbHo

OTMEHA MNOOTBERONTL

v_

[ANUTeNnbHOCTL NOBTOPOB: BbIGOP KO/IMYecTBa NOBTOPEHUIA JaHHOrO Npasuna.

MN3ameHuTb npaeuno focrtyna

Ha3sanue

TecToBOE NPaBuIo

Becb fieHb

Havano Koneu
(3 2019-01-22 (3 2019-01-23
MoeTOpATHL
MoeTopATE
ExerogHo

JNuTensHOCTL NOBTOPOR

beckoHeyHo

o

OTMEHA MOATBEROWTE

Mpw BbIGOPE NapameTpa "BeckoHevHo" NpaBuio ByAeT AeicTBoBaTh Beeraa. Mpu Beibope napametpa "[o",
MOXHO 3a4aTb KOHEYHYIO AaTy AelCTBUSA AaHHOro npaBua.
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4.7 lNepeaapecaunsa

[JaHHbIil pa3gen ncnons3yetcs AN NoAMEHbI HOMEPOB CPeACTBaMU NaHEeNU NPu BbI30BaX, MOCTYNALLMX Ha
BHYTPEHHMNE MOHUTOPbI, KOTAA MOHUTOPA HET WM OH OTKJIHOYEH, IGO0 Ha N60oI 3agaHHbIR SIP-Homep.

Tnaskan

BAS-IP multi-apartment panel

R HacTpoiikn nepeagpecauum

Keaprupsl

9)

~
1

Bce Bmecte -

Q

ckva

Mepeagpecauna

Lo e

RononsuTensio

Ouepean nepeagpecayum

XypHansi

BesonacHocTs HOBAS MEPEATIPECALIA

e § O

Cucrema

O

sip:11268@sip.bas-ip.com ’

-

m}

5ip2726@sip bas-ip.com /@

4.7.1 HacTpoliku nepeagpecaymnm

Pexum: BbiGop pexvima nepeagpecauum. Bee cpasy - BbI30B GyAeT COBEpLIATLCS Ha BCe HoMepa
0fiHOBPEMEHHO. Mo o4yepeam - BbI30B ByAET COBEPLUATLCS MOC/IEL0BATE/IbHO C MHTEPBA/IOM B 20 CEKYHA,

4.7.2 HoBas nepeagpecayus

Mocne HaxaTtusa Ha KHOMKy "HoBasi nepeagpecauus” oTobpasuTcs cneayowmii nitepderic:
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cip1@192.168.1.99 B
;|p_225:5@_5|;_3b35|pc0m 0
[I0EABUTE
OTMEHA MOATBERPOUTE

Homep kBapTupbl: Homep, HabrpaeMblit Ha KnaBmaType naHenu.

Homep nepeagpecauuun: HanpasneHve, Ha KOTOpoe OyaeT COBepLIATLCS BbI30B NpY BBOAE
COOTBETCTBYIOLLETO HOMEpPA Ha KfaBuaType naHenun. MoXeT 6bITb NCMONb30BaHO Kak A1 3BOHKOB
BHYTpW ceTu no P2P, Tak 1 Ana no npotokony SIP

dopmart 3anucu 418 Bbi3oBa BHYTPU ceTu
sip:1@192.168.1.99, rae 1 - XefaeMblil 47151 0TO6paxXeHus y Bbi3biIBAEMOro Homep, 192.168.1.99 - |P-
aapec BbI3biBaeMOro SIP k/iMeHTa (B criydae 1Ucnosib3oBaHms cogpThoHa - IP-agpec ycTpoiicTBa, Ha

KOTOPOM YCTaHOB/IEH COPTCOH).
BbI30B Ha TPyO6Ky SP-02:

sip:192.168.1.99, rae 192.168.1.99 - IP-agpec BbI3biBAEMOW TPYOKN.

dopmar sanucu Ans BbI3oBa Mo nNporokosny SIP
sip:2255@sip.bas-ip.com, rge 2255 - SIP HOMep BbI3bIBAEMOIO YCTPOICTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH Kak I[P agpecoM Tak U JOMEHHbIM UMEHEM.
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4.8 [lononHUTENbLHO

@baslP <« = e o

rrsses BAS-IP multi-apartment panel

HacTpoiika o6bABNEHNA
Bbi2biBRaA NaKeno

9)

.
B KBapTupsl
% cwa
A4 Nepeagpecauma Brniouero
&  Doronwwrensko
http://google.com
e BesonacHocTe
c anma!
v ncrema o

4.8.1 HacTpoliku 06bsiBNneHus

BkntoueHo: BknoueHne/BbIKIOUEHNE pexrma nokasa peknambl (HTTP-cTpaHuubl in6o RTSP-noToka) B
pexume oxungaHus.

URL: URL oToGpaxxaemoii HTTP-cTpaHuupl nnm RTSP-noToka.

TavimayT: TalimayT nokasa pekniambi (10 - 300 MUHYT).

4.8.2 Cnunucok RTSP notokos

®YHKUMSA NpoCcMOTpa AONOMHUTENBHBIX IP-KaMep BO BPEMS BbI30Ba (10 4 NOTOKOB). ®YHKLUUA [OCTYMNHA As
MOHWTOPOB v4 1 MI06bIX APYrux SIP yCTPOICTB C KnaBmaTypoi.

@ basIP
fresen Cnncok RTSP noTokoe R
= CeTs
Beero: 3
. BbizblEHaR NaHenb
DOBABUTE ¥OANUTE BCE
B Keapupsi
/] cKya rtsp://admin:123456@192.168.1.75:8554/ YOANUTD
L84 Mepeagpecauus R
o [1onONHKTENBHO rtsp://admin:123456@192.168.1.76:8554/ YOANUTE
e BesonacHoCTb -
¥ cvorems rtsp://admin:123456@192.168.1.77:8554/ YOANUTL
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Mopckaska:

Bo BpeMs Bbi30Ba BO3MOXHO MNepeknoyartbCa Mexay noTokamy HaxaTtuem Knasuwl ot 1 40 5 B MEeHI0
MOHUTOpa. Knaemwa "1" cooTBETCTBYET NMOTOKY KaMepbl BbI3bIBHOWM NaHenu, knasvwm ot "2" go "s"
- AONO/THMUTENBHO A06GaBAEHHbIM NOTOKaM (Mepegava ocyLLecTBAsSeTCs nocpeacTsom DTMF
RFC2833).

URL: Agpec RTSP-noToka, oToGpaxxaemMoro npu BbI30OBe.

Mpumep:
rtsp://admin:123@192.168.1.189:8554/ch01

4.8.3 lNlonb3oBaTtesnibckme yBeaoM/1eHNA

OKHO A/151 pefakTUpoBaHKs NoJsb30BaTeNIbCKUX YBEAOMIEHUIA NPY pa3nyHbIX AeACTBUSX. Bo Bpems
aKTMBaLMM pas/iNyHbIX TPUITEPOB Bbi3blBHAA NaHeNb 0TOOpaXKaeT Ha Aucrsiee TeKCT U NPoUrpbIBaeT
3BYKOBOE c006LeHNe. B faHHOM MEHI0 TEKCT U 3BYKOBOW halin ANs KaXA0ro AelCTBMSA MOXHO N3MEHUTb Ha
nonb3oBarenbekme. Takke AOCTYMHa BOSMOXHOCTb M3MEHEHUS TEKCTA, OTOBPaKaeMOoro Ha r1aBHOM aKpaHe.

G Q9 B oC o

- 9 %

Megnan [Tone3oBaTensckue yeeaoMNeHua

Ceto

Bol3bIEHER NEHEND TNpu HaXXETMKM KNABWLL NBHENW Mpu KNB

Keapupsi —
cKy[l

Mepeaapecauns

[lenonHnTensHo

BezonacHocTe

Cuerema TpH OTKDLITHM 3aMKa TpH EO3HUKHOBEHHM OLUHGKH

BK/IOUEHO BrnioueH

[No6po noxanosatb! OwnbKa

U Roland-Jv-2080-101-Bass-C2.wav i ! [ Roland-Jv-2080-101-Bass-C2.wav

Mpw ypesBblyaiHOM CHTYaLMK

Mpu HaXXaTUK KNaBuULL NaHesnn: 3BYyK Npu HaxxaTum KnasuLl nNaHesnu.

TeKcT coobueHns: TekCT, 0oTOBpaxaeMblii Ha rTaBHOM 3KpaHe naHesnn. B 3To nosie MOXHO BECTH,
HanprMep, HOMepP KOHCbepXa AN CBA3W NMG0 Ha3BaHME XMI0ro KoMMsekca.
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Brizor: Keaptupa+#

KoHcbepx: 0000+4#

OTKpbITh: #+Mapono+#

OTMeHa: HasmuTe *

OTMEHA NOATBEPONTL

Mpu OTKPbLITUY 3amMKa: 3BYK U TEKCTOBOE CO0bLLEeHNe "006po noxanoBarb'" Npu NOCTYM/IEHUN HA NaHe b
CUrHana 06 oTKpbITUM 3amKa.

Mpwu upe3BbIvaiHOW cuTyauun: 3ByK 1 TEKCTOBOE yBeAOM/IEHNE "TpeBora!" npy NnepeknioyeHnn naHenu B
pPeXMM Ype3BblyaiHoli cuTyauun. MepeknoyeHmne NponucxoamT NporpammMHo Yepes BAS-IP Link nn6o yepes
cTopoHHee MO cpeacteamu API.

B pexume l-1[Z)e3BI:Il—IaI7IHOI‘/JI cuTyauunn Takxke OTKpbIBalOTCA 3aMKW, NOAK/TIOYEHHbIE K MaHe 1.

Mpwu KNB: 3Byk 1 TeKCTOBOE yBeAoM/IeHne "BbI3oB" nNpy ncxogsLlem BbI30Be, Nocne Habopa Homepa 1 1o
OTBETA Ha BbI30B APYroli CTOPOHOIA.

Mpy BO3SHMKHOBEHUM OLLINGKN: 3BYK 1 TEKCTOBOE yBeOMeHMe "OWwn6Ka" npy BBoaE
He3aperncTprpoBaHHOro HoMepa aboHeHTa, Kofa OTKPbITUA 3amMKa U NOAHECEHUW He3aperMcTpUpoBaHHOTO
naeHTndrkaTopa.

Ecnu kakast 6o 13 YHKLWIA BbIKtOYeHA - GyAET MCMOMb30BATLCS CTAHAAPTHbIA 3BYK U
CTaHAapTHOE TEKCTOBOE COOGLLEHME.

4.9 >XypHasibl

MeHto, B KOTOPOM 0To6pa>|<a+0Tc;| BCe CO6bITVIF|, KOTOpPbIE Nnponcxoansin B naHesnn.
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Fnaexan 2
BAS-IP multi-apartment panel
= Cets
KypHan
te Bri36IBHEA NaHENs
Ksaptupsi
& o ~ DUIILTPbI
9 cKyq,
. it e

2 Mepeagpecauua
2019-02-21 - - - N -

o [ —— lassis CueTema Cpeanuit Bxog B Be6-nHTEpHEAC Coeeplue yenewHsii axog (admin) 8 se6 uHTepheic
2019-02-21

‘D HypHane 134640 Cucrema Cpeatvn Bxog B sef-uHTepenc Coeepluet ycrewHbii Bxoa (admin) 8 se6 uHTephenc

< BesonacHocTs 2019-02-21 1 o ; . ; Wenonsaosan HesanuaHbii naeHTukatop 8098544,

ocTyn bICOKMIT eBaNMaHLIN ABHTUDUKETO

13:43.42 v . A b P enageney satanat6é

i Cucrema 2019.02.21
;3 o ﬂiai Doctyn BbicoKMit HEWIBECTHBIA MAEHTHDMKATOD MCNoNb3osaK HEMIBECTHbIA MASKTHDUKATOD 8098545
2019-02-21
134201 Doctyn Boicokui HewnszeecTHbl ngenTuguxatop Wcnonsaoean Hew3eecTHoIA ngeHTnguxaTop 8098545
2019-02-21
T3area Hoctyn Bbicokuit HenssecTHii nenTndmkaTop Venonsaosan HewasecTHbIA nAeHTHgMKaTOp 8008545
2019-02-21
a1 Doctyn BbiCOKMit HeuaBecTHsIA MIEHTHDUKETOD MCNoNb30BaH HEM3BECTHBIN MASHTUDUKATOD 2098545
2019-02-21
124136 Doctyn Boicokuit HewnzeecTHolA ngesTugukaTop WcnonbaoeaH HewaeecTHoIA naeHTHgUKaTop 8098545
2019-02-21 o ¢ _ [.ocTyn pa3peleH yaanéHHbim o ]

ocTyn eaHmi ITKRLIT 3aMOK 1 YAaNEHHEIM CEpBEpOM

13:41:16 v pea cepeepom P = pesp

4.10 be3onacHoOCTb

B AaHHOM MEHI0 MOXHO U3MEHUTb naposib agMMHUCTPaTopa n MeHemxepa.

@basIP

Tnaexan

BAS-IP multi-apartment panel

9)

Cems

lepaBneHMe naponamu
BobizbigHan naHens

KeapTupsi A5 nONB30BATENA
Administrator -
CKYL,

G QB

Mepeagpecauys

[ONONHITENBHO

BezonacHocTe FOBbIN OATBEPAUTD

Cucrema

e &

AAMUHUCTPATOP - UMEET MOJIHbI AOCTYN KO BCEM HACTPOiKam naHesnu.

MeHepKep - UMEET AOCTYN K HACTPOKaM naHesnn, Ho emMy orpaHuyeH AocTyn Kk meHto CKY[,. O6bI4HO gocTyn
K JaHHOMY aKKayHTYy NpeAoCTaBAseTCs MOHTaXHbIM OpraHmM3aunsM 415 yCTaHOBKM U HACTPOWMKN CUCTEMBI.

MeHemkep MOXET MEHSITb TO/ILKO Naposib MEHEMKEpA.
AIMUHUCTPATOP MOXET MEHSATbL Napo/ib MeEHeMKepa 1 Naposib afMUHMUCTpaTopa.

Crapblii naponb: Mone A58 BBOAA TEKYLLEro Napossi.

3HauyeHue no ymonyaHuio:
Mo ymonuaHuio naposb agmMmuHucTparopa - 123456.
Mo ymonuaHuio naposib MmeHekepa - 1234.
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HoBblii naponb: [None gnsa BBoga HOBOro Naponsi.

MNoaTBepauTh: MNone ana NoATBEPXAEHUS HOBOTO Napons.

4.11 Cuctema

B faHHOM MEHI0 OCYLLIECTB/IAETCA Pe3epBHOE KOMMPOBaHWE N BOCCTAHOB/IEHME HACTPOEK NaHenu,
o6HoBNeHue MO, cMeHa A3blka U NporpaMmHas nepesarpyska.

i®baslP < = ERROR e 0

BAS-IP multi-apartment panel

.])

CeTo

HacTponku
Bbi3biBHan NaHens
KBapTupbl B AL A ML LA AT e

cKyd
) BuiBepure dain BOCCTAHOBUTH

Mepeagpecauys

G B

OononHUTENbHO

BesonacHocTb

CucTema

-« §
E

4.11.1 HacTtpoiku

Bbi6epute chaiin: Boibop thalina koHdurypaumm naHenn ns daiisioson cuctemsl MK.

YCcTaHOBUTb HAaCTPOWKM NO yMoMYaHUKo: C6poc BCeX HACTPOEK BbI3bIBHOW NaHeNu K 3aBOACKUM
yCTaHOBKaM.

CoxpaHuTb BCe HacTpoWiku: CoxpaHeHMe 1 SKCNOPT KOHGMIypaumnoHHbIx thaiinos.
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@baslP <« = ®w 0

9)

[ I

o

(6]

e &

maeHas -
A3bIK yCTpoOWCTBRA

CeTo

Boi2biERan Naxen e
Russian

KaapTupsbl
cKyn
Mepeapecaunn 06HoBNeHKe M0

JIONOAHUTENBHO

Xyprano!

BezonacHocTe

Cuctema

4.11.2 DKCNOPT/MMMNOPT AAHHbIX

ERROR

COXPAHWUTb BCE HACTPONKW

COXPAHWUTb

.])

(SR < BRFR < BN e

- &

IMnopT AaHHbIX: BIGOP (haiinia faHHbIX /151 UMMNOopTa HACTPOEeK B NaHeslb.

rnaeHan

CeTb

Beisbiaan nanens 3KCMOPT/MMNOPT aHHbIX
KBapTupbl

cKyd

Mepeaapecauus U BeiGepute dain

OononHuTenbHO

Hypransi 3KCMOPT OaHHBIX

BesonacHocTs
CKAYATb

Cucrema
A3bIK yCTpoiicTBa

Russian

COXPAHUTH

Mpy mnopTe AaHHbIX B NaHeslb BCce AaHHble B Tabnuuax "Keaptupsel", "lMepeagpecauma”,
"NpeHTtudukartops!" 1 "Mpasuna goctyna" 6yayT yaaneHbl 1 3aMeHeHbl HOBbIMU JaHHbIMU 6e3

BO3MOXXHOCTW BOCCTAHOB/IEHUA CTapbIX AaHHbIX.

9KCI'IOpT AaHHbIX: 9KCI'IOpT AaHHbIX U3 NaHeNn.
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Mpwn 3KcnopTe AaHHbIX CO3[aeTCA 3aLUULLEHHbIA ZIP-apX1B, KOTOPbIN COAEPXMUT B cebe AaHHbIe
Tabnuy "KeapTtupsb!", "iaeHtudmkatopsl!", "MpaBuna goctyna", "Mepeagpecayusn".

4.11.3 $A3bIK yCTpOIiCcTBA

Bb160p sA3blka ycTpoiicTBa.

4.11.4 O6HoBneHue MO

Ncnonb3oBaTb NOMb30BaTe/1bCKUN cepsBep: BknroyeHne/BbIK/IlOYEHNE UCMO/1b30BaHNA
Nnosib30BaTe/IbCKOr0 cepBepa 06HOBAEHMIA. VICNOAb3YyEeTCS B 3aKPbIThbIX CETSAX AOMOMOHUMN.

Monb3oBaTenbCckuii cepeep: Mone BBoaa IP-agpeca nnv goMeHa Nosib3oBaTe/lbCKoro cepeepa
06GHOBIEHWIA.

Bbi6epuTe chaiin: Boibop daiina o6HoBneHus MO u3 dainosoii cuctemsl MK. Mocne Bbibopa gaina
Heob6X0AMMO HaxaTb Ha KHomnky "O6HoBUTL 0",

MNpoBepuTbL 06GHOBNEHME: [poBEepKa Ha/IMunsi 06HoBNeHUs MO Ha cepBepe BAS-IP 60 nonb30BaTe1bCkoM

cepsepe.

OGHoBuUTHL MO: Hauatb o6HOBNEHMKE TMO.

BAXXHO:
Mepep kaxabiM 06HOBNEHeM MO Heo6X0AMMO CO3/jaBaTh PE3EPBHYH0 KOMUI0 HACTPOEK NaHesu.

Oco06eHHOCTU 0GOHOB/IEHUSI CUCTEMbI:
Mpu 06HOBNEHUN cUCTEMBI Yepe3 WEB nnu rpachmyeckuii MHTepcheiic aBToMaTyeckn co3naeTcs
pes3epBHasi KOMUsi BCEX NPUIOKEHUIA YCTAHOB/IEHHbIX HA BbI3bIBHOM MaHENN, a TAKKE COXPaHSATCS

BCE KOHhMrypauuoHHble doaiinbl. Mpu Kaxgom nocreaytollem 06HOBNEHUM dhaiin pe3epBHO Konum

GyneT nepesanucaH.
CucteMa co34a€eT pe3epBHYH0 KOMUIO BCEX HACTPOEK NaHesun, Naposiu, Nosib30BaTe/lbCkue
yBeLOMJIEHUS], HACTPOIiKM SIP, HACTPOIKMA 3aMKOB, HACTPOIKY CETW, pexunMa paboTbl NaHe .

4.11.5 lNepe3arpyska

Mepesarpyka

MEPE3AIPY3UTb YCTPOUCTBO

Mepesarpyska: lNporpammHas nepesarpyska Bbi3bIBHOI NaHesnu.
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5 YcTaHoBKa 1 nogknyeHue

« poBepKa KOMM/IEKTHOCTM NPOAYKTA(see page 42)

. 3]'IeKTp|/I‘-IeCK06 MNOAK/TIOYEHWUE (see page 42)

o MexaHNYecKnin MOHTaXK(see page 48)

« oaxnoUeHne AoMNoNHUTENbHbIX MOYNEl(see page 48)

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepen yCTaHOBKOV BbI3bIBHOW NaHe M 0653aTe/IbHO HY)XXHO NPOBEPUTL €€ KOMMIEKTHOCTb U HA/TnUMe BCEX
KOMMOHEHTOB.

B KOMN/EKT BbI3bIBHOW NaHenm BXO4WUT:

BbI3blBHAS NaHe b 1wr
KpoHLWTEH A5 BPE3HOI YCTAHOBKM 1wr
WHCTpyKUWs No ycTaHOBKe 1wT

KoMMNeKT NpoBOA0B C KOHHEKTOpaMu A5 NOAKMIOUEHUA NUTaHWs, 3aMKa 1 4on. moayneid. 1wt
KoMNnekT 3arnyLiek ans coeuHeHunii 1wT

YCTaHOBOYHbIE BUHTbI C KHOYOM lwr

5.2 2SnekTpuyeckoe nogkKyeHue

Mocne npoBepKn KOMMIEKTHOCTU yCTpOMCTBa MOXHO nepexoanTb K NOAK/THYEHUIO.

[ns nogkntoueHnsa noHagobuTcs:
« Kab6enb Ethernet UTP cat5 nnu Bbille, NOAK/THYEHHbI K CETEBOMY KOMMYTAaTOpy/MapLupyTM3aTopy.
PekomeHpauuu no anvHe kadens

MakcumanbHas A/MHa cermenTa kabens UTP CAT5 He fo/mkHa npeBbiliaTh 100 MeTpos,
cornacHo ctaHaapra IEEE 802.3%.

« Bnok nutaHua Ha +12 Bonbt, 2 AmMnepa.

« [omkHbl 6bITb NOABEAEHbI MPOBOAA 415 NOAK/OUEHNA 3aMKa U AONO/THUTENbHBLIX MOAYel
(onumoHasnbHo).

K BbI3bIBHOI NaHe/IM MOXHO NOAK/TIOYMTL Nt0GLIE 3/1EKTPOMEXaHNYECKME NGO 3NEKTPOMarHUTHbIe
3aMKM Y KOTOPbIX KOMMYTMPYEMbIIA TOK HE NPeBbILLIAET 5 AMnep.

Hwxe npencrtasneHbl TUNOBbLIE CXeMbl NOAK/IHOYEHUA BCEX 3/1IEMEHTOB K BbI3bIBHOI NaHesu:

10 https://habr.com/post/208202/
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1. Cxema nofK/I4eHUs 3/1EKTPOMEXaHNYECKOro 3aMKa C UCMOo/b30BaHNEM 6/10ka 6ecnepeboiHoro
nutaHusa UPS-DP/S.

Brnok 6ecnepetoiHoro nutadua UPS-DP/S
:9%3i2 I I
g @ X i%éég |
:| D %3 §3 23
3aMoK 3 83n £ 3w
el i - 23
O e o, o W b - 5
égg I =] I [8) iy 5!
L
o I n
O =
# .
oo
JlokanbHas 1 2 3 1 2 3 4 5
CeTb +12B |GND|Lock HO|HO|MNK |[M.K |H.3
MuTaHmne KOHTaKTbl pene
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B |GND| DO | D1 +12B|GNDU85+H485-
- ® @ ®—
KH. Beixoga/OdaTuuk OB.

1 2 3 4
Bbix.|GND|O.ex.|0.0B.

: TrrTrT ,

— @ @ *—0—

(0] X
”5‘ = = s Moaynb ynpaBneHus
) O -~
k: = o g OBYMS 3aMKaMU
SH-42
KHonMnka JaTumk (ONUMOHANBHO)
BbIXO4a nsepwu
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2. Cxema NOAK/TINYEHUA INEKTPOMEXaHNYECKOro 3aMka C UCMNOoJ/ib30BaHNEM BHELLIHETO UCTOYHUKa
nnTaHna ona 3aMka.

Bnok 6ecnepebonHoro nutaHmna UPS-DP/S

93z I T
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z HH L [ —
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CeTb +12B |GNDJ|Lock HO|HO|TK |INK |H.3
M1TaHmne KoHTakTbl pene
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1 2 3 4 1 2 3 4
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3. Cxema noAktoyeHNs 3N1eKTPOMarHMTHOrO 3amMka ¢ UCMosib30BaHNEM 6/10Ka 6ecr|epe60|7|Horo nnTaHna
UPS-DP/S.

19327 L T
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4. Cxema NOAK/TNYEHUA INEKTPOMAarHMTHOrO 3aMKa C UCnosib30BaHNEM BHELLHETO 6n10Ka NuTaHus.

—
oiime 2N we[Z) [@]ow O
adjustment N.O. @ | Contact
More Switching Fire alarm 2V S,
creaee 0 2.Ground | ()
normally closed U
3. Lock A
Ay
O 4.COM @ \
. 5.N.C/N.O. EB
@_9_@ 6. Unused. @
+12v Exit Qutput
button e?ei?rrl)nr:gchamcal lock +
O {2
Ve N\
—e E
Local Area 1 2 3 1 “ 3 4 S
Network +12V|GND|Lock NO | NO [COM|ICOM|NC
Power Relay contacts
Wiegand-26 RS485
1 2 3 4 1 2 3 4
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—@® @ *—@—
Exit button/door sensor
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—— 0 0 O
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£ 2112 £
3 6| |6 3§
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button (op )
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5.3 MexaHunyeckmnin MoOHTax

Mepes MOHTaXKOM BbI3bIBHOV MaHeM HY)XXHO NpeaycMOTPeTb OTBEPCTUE WM YINy6rieHue B CTEHE C
pasmepamy 141x359x58 MM (A/151 BPE3HOr0 MOHTaXa) MaGapuTHble pasmepbl KPOHLITEHA (MOHTAXHOIA
KOPOGKM) = 140x358x57 MM. Takxe Heo6xoAMMO NpeaycMOTPETb NoABo/A Kabesis NUTaHNs, A0, Moay e 1

JIOKaU/IbHOM ceTu.

BHuMaHue:

OTBepCTNE B HMXKHEM
YaCTU KPOHLUTENHA
npefHasHayeHo ons
CcnvBa NonasLlelr BOAbl,
He 3aKpblBanTe ero
cneuunanbHo.

Takke Heo6xoaAnMo
BbIMOJIHUTb C/IMBHOMN
XKenood BHU3Y HULLIN,
KOTOpPbIV ByOeT CNy>X1Tb

0N OTBOOA BOAbl HAPYXKY.

CkavaTb YepTex KpOHLUTENHA A/1s BPe3HOiA ycTaHoBKu!!

PekomeHgauum no BbicOTe YCTAHOBKU:

Hunwa

[

KpoHLwTenH

BuHTBI

AA-12 - AA-12

Bbi3bIBHaa naHenb

]

YcTaHaBMBaTh Bbi3bIBHYIO NaHEeNb CeAyeT Ha ya06HOI 415 Bac BbicoTe. OpMeHTUpPOBOYHAs
BbICOTaA YCTAHOBKM 160-165 CM M0 YPOBHIO Kamepbl.

5.4 MopakntoyeHne AONONHUTESbHbLIX MoAy el

Ko BceM MHOTOab0HEHTCKMM MaHesIsiM MOXXHO NMOAK/IIUNTE ciedytolime Moay/u:

« Mogaynb ynpaBneHvsi ABymMs 3amkamu SH-42

« Mogynb ynpasneHusi N ToBbIM 060pyaoBaHnem EVRC-IP
« MynbTd)opMaTHbIA CUMTBLIBATE b C NOAAEPXKKOV TEXHOMOrMM UKEY BME-03

11 https://wiki.bas-ip.com/download/attachments/15796242/AA-12B_AA-12FB.pdf?

api=v2&modificationDate=1566299344755&version=1
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6 Vicnonb3oBaHue ycTpoucTea

o Mo6U/bHbIN focTyn UKEY(see page 49)
 [NonyyeHvie RTSP noTtoka ¢ KaMepbl BbI3bIBHOWN NaHesU(see page 56)

6.1 Mob6unbHbIN goctyn UKEY

6.1.1 OnucaHve

Mo6unbHbIA gocTyn UKEY oT BAS-IP ABNSieTCA yHMBEPCa/IbHOM TEXHONOIMEN A1 No/TyYeHus 4ocTyna B
noMeLleHne UM Ha TEPPUTOPUI0 06bEKTa C BO3MOXHOCTBLIO UCMNO/b30BaTh B O4HOM CUMTLIBATENE
OHOBPEMEHHO: KapToukn EM-Marin 1 MIFARE/wuncbpoBaHHble kapTbl MIFARE Plus/MIFARE Classic, MOGU/bHBII
TenedoH (Bluetooth n NFC).

UKEY o6nagaeT cnegylowumm npemmyLiectsamm:

« BO3MOXHOCTb MCMNOMb30BaTb OAHOBPEMEHHO HECKO/IbKO CTaHA4apToOB naeHTudmkauun: EM-Marin,
MIFARE, Bluetooth n NFC

« BO3MOXXHOCTb MUCNO/Ib30BAaTb MOOWU/IbHbIM Te]'le(*)OH B Ka4yecTBe M,ququ)MKaTopa

+ perynupyemasi JasibHOCTb cpabaTtbiBaHNsi MOGUNBLHOIO MAEHTUdIMKaTOpa (Npy MCNosb30BaHNm
Bluetooth)

« HU3KOEe 3HepronoTpebneHve

« crneunasbHblii anropuT™M WG POBaHUS A1 MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

+ BO3MOXHOCTb MPUMEHEHNS Ha Mt06bIX TUNax 06HEKTOB

+ BO3MOXHOCTb YCTAHOBKW MOGW/ILHOTO focTyrna UKEY B paHee NpMoGPETEHHbIE Bbi3bIBHbIE MaHENN

+ yao6CcTBO AN No/b30BaTeNs

6.1.2 MpuHUMN paboTbl

NpeHTudmnkaumsi n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hanmumnio B naHensax BCTPOEHHOro Moaysist BME-03
C NoAAEePXKOW MOBuIbHOro goctyna UKEY.

MynstucbopmatHbii Mogysib BME-03, KOTOPbIM MOTYT 6bITb OCHALLIEHbI BCE BbI3biBHbIE NaHenun BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbI CUMTbIBaTE/b, MO3BONSAET NPOU3BOAMTE NAEHTUMKALMIO NOb30BaTeNs N0
TexHosorum UKEY € MCNo/Ib30BaHMEM Pas3/iMyHbIX NAEHTUMKATOPOB (KapTbl, 6penoku, TenedoH) n
BbINOMIHAET PO/b YHUBEPCA/ILHOIO CUUTLIBATENA AN1A CUCTEMbI KOHTPOA AOCTYNa.

6.1.3 Mo6W/bHbIN JOCTYN C NpunoxeHnem UKEY*

12 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[nsa komdpopTHOIT paboTbl No/Ib30BaTenNel C Bbi3bIBHbIMW NaHeNsiMv BAS-IP, oCcHalLeHHbIMM
MY/IbTUCOPMATHBIMY CYATLIBATENSAMMN, KOMNAHUSA BAS-IP BbinycTnia HoBoe MO6W/IbHOE npuioxeHne UKEY,
KOTopoe nocsie Nosy4yeHnss MoGUNLHOTO NAeHTUdIMKaTOpa NCNOMb3YeTCs A8 OTKPbITUSI ABEpeit/BopoT/
wnarb6aymos.

[ns Kaxaoii BbI3bIBHOW NaHesm, OCHaLLeHHOW MOAY/1IeM CUUTbIBATENSA C MOAAEPXKON MOBUBHOIO AoCTyna
UKEY, MOXeT ObITb HACTpOEeHa pasHas faslbHOCTb cpabaTbiBaHMsA MOOUIBHOTO UAEHTUGMKaTOpa, B
AvanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabatbiBaHMSA 3aBUCUT HE TO/IbKO OT BbIGPAHHOIO
pexuma, HO 1 OT TOJILWMHBI CTEH B NOMELLEHUW, MOTOAHBIX YCMNOBUIA (MPY pasMeLLeH NaHenn Ha yauue) u

Apyrux hakTopos.
PeXxumbl pa6oThl (Aa/IbHOCTbL) cpabaTbiBaHMA MOGUILHOTO uaeHTucukaropa:

» KacaHue (pacctosiHue cpabatbiBaHUs 40 2 CM)
« J1Bepb (paccTosiHue cpabaTbiBaHWUs 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie oT 0,5 M [0 10 m)

6.1.4 HacTpoiika B Tpy Knka ¢ npunoxeHmem UKEY Cfg®

BO3MOXXHOCTU NPUIIOXKEHUA:

« HacTpoiika pexvma paboTbl kapT EM-Marin, MIFARE n BLE (Bluetooth Low energy) - Bk/toueHue u
OTK/ItOUEHNE CTaHAAPTOB CUUTbLIBAHUS

« YCTaHOBKa WnhpoBaHus ana ngeHtmdmkaropa UKEY. 3To gacT BO3MOXHOCTb NpuBA3aTh
LWMPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENHO

« BkntoveHve 1 OTK/IIYEHME PEXNMOB WngpoBaHns ansa kapT MIFARE Classic n MIFARE Plus
« BkntoveHne gusepcudomkaumm onis kapTt MIFARE Classic u MIFARE Plus

+ HacTpoiika 3ByKOBOro NoATBEPXAEHNS NPV NOAHECEHUN MOBW/IbHBIX UAEHTU(IMKATOPOB K
CUMTBIBATENIO B PEXMMAX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHne, BopoTta/LLnarbaym
« HacTpoiika ganbHOCTM pexuma paboTbl Npu Bbibope pexnma "BopoTa/lLlnar6aym”

« B cBA3Ke co cumTbiBatesiem TR-03, KOHGUrypaTop no3BosIAET 3anncbiBaTb KapTbl WndyposaHnsa MIFARE
Classic n MIFARE Plus

+ BO3MOXHOCTb COXpaHeHusi chaiisia ¢ HacTpoikamu AJsi yKasaHHOro cumTbiBaTess

+ BO3MOXHOCTb 3arpy3ku KOHpUrypaLmoHHoro dalina ¢ HacTpolikamu 515 BOCCTAHOB/IEHUS!
napameTpOB CUMTbIBATENSA U AJ1S1 KOMMPOBAHUSI HACTPOEK B APYrMe cumTbiBaTeN

13 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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6.1.5 Cnoco6bl nonyyeHns MobusibHOro naeHTudpmkaropa n KapTt gocryna

OTcKaHupoBaTb QR-KOZ C MOMOLLbIO NPUIoXeHusa UKEY

Monb3oBarens Nnogaer 3asBKy Ha NprobpeTeHne HeobxoaUMOro KosmyecTsa QR-KO40B afMUHUCTPATOPY
CBOE 06CTyX1BaKLLEN KOMMaHUK, N3 pacyeta oamH QR-KoA = 04HO MOBUNbHOE YCTPOIACTBO. Mocne

OH nony4vaet QR-KoA, B pacneyartaHHOM B/AE WU B 3/1IEKTPOHHON dhopme (no e-mail, Viber, Telegram v 1.1.).
[anee ckaHMpyeT NO/YYEHHbIN KOA UM UMIOPTUPYET ero U3 oainnoBoii CUCTEMbI U TEM CaMbIM NoyYaeT
MOOW/bHbIN MAeHTUdMKaTop.

[lo Toro Kak ngeHtTudmkarop, B Buae QR-ko4a, BblAaH Nosib30BaTesto, OH 3anvCbiBaETCS agMUHUCTPATOPOM
ynpas/swoLLein koMnaHMm B nporpaMMHoe obecnedyeHme Management Software. QR-k0f, He/lb351 NOBTOPHO
NCMNOJ/b30BaTh Ha HECKOMIbKNX MOBW/IbHBLIX TenedoHax, OH NPUBA3LIBAETCS TO/IbKO K O4HOMY MOGUIBHOMY
YCTPOWCTBY, UTO 06ecneunBaeT BbICOKUIA YPOBEHb HAAEXHOCTU U 6E30NACHOCTN MOOW/IbHbIX
naeHTndrkaTopos. KonnposaHue n ayonupoBaHue naeHTndmkaTtopa HeBO3MOXHO.

C nomMoubto cuutbiBatesisi BAS-IP TR-03B

s Toro yToGbl aAMUHUCTPATOP YNPAB/SIOLLE KOMNaHUM MOT € MoMoLLbio TR-03B BblgaBaTb MOGW/IbHbIE
NAEeHTUUKATOPbI UM 3anUCbIBaTb KapTbl AOCTYNA, NEPBOHAYa/IbHO HEOGX0AMMO YKa3aTb MacTep-KapTy,
KoTopas B AasibHeliluem 6yaeT Hy)Ha A5t paboTbl CUUTbIBaTENSA. MacTep-kapTa ykasbiBaeTcsl Npy NepBoM
3anycke cunTbIBaTess.

CospgaHve MmacTep-KapTbl:

CkauaTb 1 ycTaHOBUTb MOBUIbHOE nNpunoxeHne UKEY Cfg;

MoaknounTb cunTbiBaTesb TR-03B K MCTOYHMKY NuTaHus +5B (USB);

3anyctntb npunoxeHne UKEY Cfg n HaxaTb Ha KHOMNKY Noucka;

MprnoXeHne HaNQEeT cunTbiBaTE b, HEOOXOAMMO 3aTN B HACTPOIKN, MeHI0 "ELle", Bknagka "CmeHa

MacTep-KapToukun";

MogHecTun kapTy EM-Marin nnm MIFARE K cunTbiBaTentio;

6. CumTbiBaTe/lb MPOU3BELET 3aNNChb B KAPTY C LLUMIPOBAHNEM, NOC/IE YEro OHa CTaHeT MacTep-KapToii
ONA JaHHOro cYnThLIBaTe s;

7. [ns npogomkeHusa paboTbl CO cUMUTbIBaATENIEM HEOOXOAMMO NEPENOAKNIOUNTLCSA K HEMY B NPUIOXKEHUN

UKEY Cfg.

Ll N .

o

Bonee nogpo6HO 03HAKOMUTLCS € PYHKLMSMM HACTOSIBHOTO CUUTLIBATE/IS MOXHO MO CChIJIKE.

Mocne Toro Kak co3gaHa mactep-kapTa, aAMUHUCTPATOP MOXET BblAaBaTb MOOU/bHbIE MAEHTU(IUKATOPDI, a
TakKke 3anvcbiBaThb LWMGPOBaHHbIE KoUK B KapTbl MIFARE Plus.

MonyyeHne MOGUNbHbLIX UAEHTUDIUKATOPOB C NOMOLLbIO TR-03B:

1. CkauaTb W YCTaHOBUTL MOBU/IbHOE NpuiokeHne UKEY,;
2. YcTtaHoBMTb 1 3anycTuTb Ha K ¢ OC cemeiictBa Windows nporpammy ans sanucu
naeHTudrkaTopos "BAS-IP USB Reader Server";

14 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npanoxiennna Cepeep USB cuntmsaTena BAS-IP

MacTep YCTaHOEKK BeINONHAST YCTEHOEKY NpHnoxeHHa Cepeep LISE
CHMTEIBEaTENA BAS-IP, 3T0 MOMHET 38HATE HECKONBKD MHHYT,

X0oA YCTaHOBKMK:

L —
Janyo cnysb

< Haszan Hdanee > OTmeHa

w

MoaKNUNTL CUUTBIBATESb K KOMMbIOTEPY;

MpuNoXnTb MacTep KapTy K CUMTbIBATESIO;

5. MNMogHecTn TenedoH K cunTbiBaTENO (NPOBEPLTE, UTOOLI OblN BK/IOYEH Bluetooth) 1 BoiT B
npunoxenue UKEY'®, nanee Haxarb KHOMKy "MonyunTb" 1 BbIGpaTth "MoyunTh K4 oT BAS-IP TR-03";

6. CunTbiBaTenb nepefact MOOW/bHbLIA NAEHTUdUKATOP B Ball TenedioH 1 B NPUIOKEHUN NOSBUTCS

Haanuce "Ball KoY rotos";

>

3anucb Mo6unbHbIX geHTUunkatopos B NO Management Software:

1. C nomouwbto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb uMaeHTUdMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

15 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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7
% baS YTeHue 1 nokanbHas Bblaava MoGUNbHLIX MOEHTUMUKATOPOB

A Owmcus 7965432, T98AFS, (g RsliuEs

S| KonmposaTtb

© CoxpaHnTe

b. BHectu B 10 "Management Software", Ha Bknagky "3anuck kapt B 6a3y", B CTPOKY BHU3Y
CTpaHuLbl N HaXaTb KHOMKY "[06aBUTb BPYy4YHYIO";

Norweosas e (070707010 ] oo I

VirgeTubuaop kaprel aoeTana Mpuersra kapt K oBopUROEaHME:
00-73-84:F8 0007-07-0 Mroroke. naens

Hacrpaii
oo COM-nopr

B Cucrertie
8 TpesmiHeIE 30Ho!
£ MNonssoearenn
¥ Déiopyaceane
23 BHUTPEHHUE MOHUTOPE <<
Wl BoimoiHole naHe i
all Kopareve conduenin
oo ¢ 3anuice kapT & Gasy
&, Axrupauus kapr
[ zanveu codbman

1§ Coofiuerinpesorn
wnve [ Criaco coobuuendn

=4 Mposon na kaprar

B Kypren crcrores

[ Beibpats

O Betpare
oo [ [io7eirs
Coxparire 3acpers
< 3 Mpoeepsre Mpoeepus

c. BblGpaTb 13 cnucka cnpaBa HEOOXOANMYHO NaHe/b;
d. Haxartb kHonky "CoxpaHuTb";
e. MepeiiTn B BKNagky "AkTnBauus kKapt";
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e, HacTpoticu
e COM-nopT
B Cucrertie

[u}

] Tpesorie Sor!
83 Monegosarend

il OfopynoBaie

23 BHUTPEHHUE MOHUTOPE <<
BB Boisoieois nans
il KopaTre cooduwenis
oo ¢ 3anuice kapT & 6asy
& Arrvsoums kapr

5] Zanveu cogmin

1§ Coofiuerinpesorn
o i) CriMcok confuermit

24 Mpovon no Kapram
B8 Kypran cucrems

Crucor ofopyaoEaHka.

1) 0006-01-0 Muoroke. naHens
2)0007-07-0 MHoroke. naHens

He NPOMSBORMTE HIKSKUK ONEPALHI B MOMEHT PASOTE! GE0PUDEEHA!

h. Haxartb kHonky "AKTnBMpoBaTh";

2. Vmes Ha pykax QR-kof

a

b.

Crcor mpHBASaHHb KapT: |

AxrueuposaTs

Crcox aKTeupopabi kapr: 1

1)00-79-84F8  0007-07-07-07-0

e

NaeHTudmkaTop BHECEH B 6a3y 1 TEMEPb Bbl MOXETE M0/Ib30BATLCH MOGW/ILHBIM Te/1Ie(DOHOM
[151 OTKPbITUA ABEPU, BOPOT, LWnaréayma.

. OTKpbITb QR-KOA B Nt0GOI Nporpamme A1 NPOCMOTpa M306paxKeHWi;

ckonupoBaTtb UM nepenucartb nocnegHue 6 3HaYeHwni KOAa,

c. [o6aButb "00" nepes aTUM 3HAYEHUEM, YTO Obl MOYYNTb NOJIHBIA KOA, KapThl;

d.

e. Bblbpatb 13 cnvcka cnpaBa HEO6X0AMMYIO NaHEeNb;

[u}

00-79-84-F8

CTPOiKA
e COMenopT
B Cucrertie

% Tneamsrie sor
£% Nonssosaren

-2 Ofopyaosarie

23 BHUTPEHHUE MOHUTOPE <<
Wl BoimoiHole naHe i
all Kopareve conduenin
oo ¢ 3anuice kapT & Gasy
&, Axrusaums kapT

[ zanveu codbman

1§ Coofiuerinpesorn
wnve [ Criaco coobuuendn

=4 Mposon na kaprar

B Kypran cucrems
[ Beibpats
Cumeisars

5| | Moeepsre

Cron

MNorideckuil anpec 00070707070 ~| Drucanue

ViraeTuciaR aTOP KapTel ASCTNS

00-79-8A-F8

Mpoeepus

f. HaxaTb kHOrky "CoxpaHuts";
g. MepeliTn B BKNagky "AktuBauus kapt";

]

Mpuersra kapt K oBopUROEaHME:
0007-07-0 Mroroke. naens

[ Beiipare

BHecTu nony4yeHHbiid kog B MO "Management Software", Ha Bknaaky "3anuck kapT B 6a3y", B
CTPOKY BHWU3Y CTpaHuLbl N HaXXaTb KHOMKY "[06aBUTb BPyUHYIO";

Coxparure Sakpers
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He MPOUSBARUTE HUKAKIK GNEPAIL B MOMEHT PaSaTbI DBOpYIOEaHAAI
Crcor mpHBASaHHb KapT: | Crcox aKTeupopabi kapr: 1

Crucor ofopyaoEaHka.

1)00-79-84F8  0007-07-07-07-0

i, HacTpokikn

e COM-nopT
B Cucrertie
] TpesoHE 30He!
&3 Monesosarent
¥ Dopyceare
23 BHUTPEHHUE MOHUTOPE <<
BB Boisoieois nans
«ll Kopotkue cooduenns
oo ¢ 3anuice kapT & 6asy
B Axrueous kapr
E-|=] Zanmeu cogsmi
1§ Coofiuerinpesorn
o i) CriMcok confuermit
2 Mpovon na wapram
B8 Kypran cucrems

p
svesponere o] o

h. BblGpaTb HYXHYI0 NaHesb;

i. HaxaTtb KHOMKy nepeHoca AaHHbIX B NaMATb NaHenu;

HaxaTb KHOMKy "AKTnBMpoBaTh";

k. VaeHTudmkarop BHeceH B 6a3y 1 Tenepb Bbl MOXETE M0/1b30BaTbCA MOOUbHBIM TeniedOHOM
[ONA OTKPLITUA ABEPU, BOPOT, LWiaréayma.

—

MonyueHue wundpoBaHHbIX KapT MIFARE Plus ¢ nomowbio TR-03B 1 3aHeceHue ux B MO "Management
Software":

1.

PN~ WN

10.

11.

YCTaHOBUTBL M 3amnyCTUTb Ha KOMMbIOTEPE NporpamMy A4 3anucy ngeHtudurkaropos "BAS-IP USB
Reader Server";

MoaknounTb cuynThiBaTenb TR-03B K KOMNLIOTEPY;

CkayaTb 1 yCcTaHOBUTbL MOBUIbHOE npunioxeHne UKEY Cfg;

MpUIoOXKUTL MacTep KapTy K CUATbIBATEN!O;

3anyctutb npunoxeHvne UKEY Cfg n HaxxaTb Ha Nowuck;

MpunoxeHne nogknounTcsa K TR-03B 1 cumMTaeT ero HacTpoiiKu;

B HacTpoiikax npunoxeHus BbiopaTe onumio "Belgaya wndpoBaHHbIX KapT";

MogHecTV HOBYIO KapTy K CUMTLIBATESIO, MPON3BEAETCA 3aMnucCh LMGPOBAHHOIO K/oya B KapTy, nocsie
yero cumTblBaTe/lb N30ACT 3BYKOBOI CUrHaT;

Takxe Ball ngeHTUrkaTop kapTel 0TO6pasnUTcs B nporpamme "BAS-IP USB Reader Server", ero
Heobxoaumo ckonuposaTtb 1 BHecTu B 10 "Management Software" an1a Tpebyemoli BbI3bIBHONM NaHenu;
NpeHTudukaTop BHeCeH B 6a3y 1 Tenepb Bbl MOXETE M0/1b30BaTbCA KapTOi A1 OTKPbITUA ABEpH,
BOPOT, Wnarbayma;

MonyyeHHble Takum o6pa3om kapTbl MIFARE Plus, Takke kak 1 ngeHtndukaropsl B UKEY, HEBO3MOXHO
B3/1OMartb UKW CKOMMpPOBaTh.

MonyuyeHne O0GLIYHBLIX KapT fOCTyMnNa ¢ nomouwbio TR-03B 1 3aHeceHue nx B MO "Management
Software":

1.

N

YCTaHOBUTBL M 3amnyCTUTb Ha KOMMbIOTEPE NporpamMMy A4 3anmcy ngeHtudukaTopos "BAS-IP USB
Reader Server";

MoaxNoUNTL CUUTBIBATESTb K KOMMBLIOTEPY;

MogHecTn No ovyepenn HeobXxoAUMMOE KONMMYECTBO KapT K CUUTLIBATENHO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHn4eHo);

Bce ngeHTudprkaTopbl KapT 0TO6pasfaTca B nporpamme "BAS-IP USB Reader Server", ux Heo6xoanmo
ckonuposaTb 1 BHecTu B O "Management Software" ana Tpebyemoli Bbi3bIBHOV NaHesnu;
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5. VaeHTudmkaTopbl BHECEHbI B 6a3y 1 Tenepb Bbl MOXETE M0Sb30BaThCs KapTaMu A1 OTKPbITUA
[ABepu, BOPOT, Waréayma.

6.2 ony4yeHune RTSP noToka ¢ Kamepbl BbI3bIBHOW MNaHeNu

[nsa nonyyeHns RTSP NOTOKa C Kamepbl BbI3bIBHOW NaHes M B CUCTEMY BUAEOHAO04EHNS HEOOX0AMMO B
CTpPOKe fo6aBNeHns Kamepbl nponucaTs rtsp://admin:123456@192.168.1.16:8554/ch01, rae admin - 3TO NOMVH,
123456 - naposb Ansa goctyna Ha WEB-uHTepdoelic, 192.168.1.16 - IP agpec naHesnu, 8554 - nopT Aoctyna K
Kamepe, ch01 - HOMep KaHana.
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